User Guide: Register Multi-Factor Authentication (MFA)
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User Guide: Register Multi-Factor Authentication (MFA)

The MyApps Portal requires users to set up at least two multi-factor authentication (MFA)
methods after validating their login credentials to access their account.

1.

11

Enroll first MFA factor

Go to https://myapps.sfgov.org/.

Enter username:
(Employees use DSW number,
POls use POI number,
Contractors use loginiD,
Suppliers use supplierID number)
and password.

Click “Agree & Sign in”.

After validating login credentials, the user will see a
window that asks to enrollin atleast one MFA
factor such as Mobile App, SMS to Mobile Number and
Email.

Enroll Mobile Number

Enabling Multi-Factor Authentication

Select an Option

Mobile App

Send Secure Code to Mobile Number

= Click “Send Secure Code to Mobile
Number” button.

= Then, it will open a new window where a user
must enter a mobile number and click “Enroll”
button to receive a mobile message with a
secure code.

Enroll Mobile Number

Please enter mobile number to send code

Mobile Number

2223334444

Enroll

Or

Enroll another MFA method



https://myapps.sfgov.org/

Enter the secure code that you received on your
mobile number and click the “Verify” button to
complete the enrollment of mobile number as
shown in the image:

Click the “Done” button to get access to the
account or click “enroll other factors” to setup

others such as email or mobile app.

1.2  Enroll Mobile App

Click the “Mobile App Notification” button.

Verifying Secure Code

Please enter secure code sent to
17XXXXXX005

828194

Did not get the code? Resend code
Or

Enroll another MFA method

Note: Download the Oracle Authentication Mobile App from the iOS App Store or

Google Play Store.

After clicking “mobile app notification”, a user will see
a screen with QR code to scan as shown:

Once the app is installed on your phone, open the
camera from the Oracle Authenticator app and scan
or hover the camera over the QR code as showing
in the below image.

Enroll Mobile App

1. Download Oracle Mobile Authenticator from |10S
app store / Google playstore.

2. Open the App, tap Add Account.
3. Scan the image (QR code) below with the App.

Enroll another MFA method



= After the QR code has been scanned, you will be asked
to add a new device or overwrite an existing one. If this
is your first time setting up the app, please select add a Mt Fchi Adtherteaton i besn
new device. sotup successhully

e After the mobile application has been installed and
configured on your mobile device, you will see the
following screen on your computer:

= Click the “Done” button to get access to the account or
click “enroll other factors” to setup email or a mobile

phone.

1.3  Enroll Email

= Click “Email” button.

= A new window opens and asks the user to enter the
One Time Passcode (OTP) sent to their email.

Verifying Email Secure Code

= Enter the One Time Passcode (OTP) that you
received on your email and click the “Verify” button

to complete the enroliment of email as shown in the %
ease enter secure code sent to

image. I < 0 v.0rg

456706

.
= Click the “Done” button to get access to the

account or click “enroll other factors” to setup

. . Did not get the code? Resend code
others such as email or mobile app. or

Enroll another MFA method




2. Enroll second MFA factor

Users are allowed to add multiple Mobile App, SMS, and FIDO authentication factors; however, they can add only
one email factor.

To add a new MFA factor, click “Configure” on the tile or click the arrow on the MFA menu = and choose one
of ‘Add FIDO Authenticator’, ‘Add Mobile App’, ‘Add Mobile Number’'.

2.1 Enroll Mobile Number
To add a new Mobile Number (SMS Factor)
= Click ‘Configure’ on the Mobile Number tile or click ‘Add Mobile Number’ menu from the MFA menu

(burgen
u On the pop'up WlndOW enter the mOblle number you We will text (SMS) you a passcode to verify that you are the

wish to enroll, then click Send OTP button. umer ol prone.

Mobile Number
[ sons O |
[ cow |

= On the next page, enter the One Time Passcode Mobile Number x

received on your mobile and click Verify OTP button!

The message “SMS Multi-factor option We will text (SMS) you a passcode to verify that you are the

is added successfully” will be displayed. owner of this phone.

Mobile Number

[ Send OTP

A passcode has been sentto 6302769867
131001 Verify OTP

SMS Multi-factor option is added successfully

2.2 Enroll FIDO Factor
You can enroll for FIDO authentication in the MyApps Portal after your first successful login
using any of the above MFA options. Different FIDO options are explained below.

2.2a Windows Hello

In the Windows operating system, navigate to “Sign-in options” using search or by
pressing the Windows key and typing “sign-in”. Windows Hello sign-in options
include Windows Hello Face, Windows Hello Fingerprint and Windows Hello Pin.

Additional help:

Windows Hello for Business documentation

Windows sign-in options and account protection

Should any questions about this event or the need for immediate assistance
arise, contact your department’s service desk, or the DT Service Desk at (628)
652-5000, or email dtis.helpdesk@sfgov.org.



https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/
https://support.microsoft.com/en-us/windows/windows-sign-in-options-and-account-protection-7b34d4cf-794f-f6bd-ddcc-e73cdf1a6fbf

2.2b Mac Touch ID (Chrome Browser only)
See the Apple support page here for guidance.

2.2c YubiKey USB device

Note: Before enrolling for the FIDO MFA, you should have a YubiKey Security Key that is initially
setup with PIN and Fingerprint(s). For detailed information on how to setup a YubiKey in Windows
or Mac/Chrome refer to the FIDO User Guide.

= Assuming you have an already setup YubiKey we can move on and enroll it into MyApps.

= Look for the FIDO Authenticator Tile and click on Configure. If you already have a FIDO
Authenticator added and wish to register another FIDO Authenticator device, go to the
dropdown menu in the top right and click Add FIDO Authenticator.

@ MyApps

) My Dashboard Home / Multi Factor

]
A

JM

@ My Security Profile

Multi-Factor adds an additional layer of security to your account by using your mobile app, mobile number, non-City email or security questions to verify your
identity. Once set up, other users cannot access your account even if they guess your password. If you need to reset your password you can use Multi-

z Change Password Factor options to verify your identity.
FIDO Authenticator Mobile App o Mobile Number
§.§ Not Configured §.§ Jahanzaib's iPhone 13 Pro D Not Configured

nfigure Rename Remove sonfigure

Security Questions(Least secure)

O Not Configured

= You will now see a Windows Security pop-up prompting for a Security Key Setup. Click
OK. In case of Mac or Chrome a dialogue should pop-up asking you to choose how to
“Verify your identity.” Select “USB security key.” (You may also use one of the other
options to use other multi-factor authentication methods; these will not use your YubiKey.

Verify your identity with myapps.sfgov.org

. v Pick an option
Security key setup , !

Mwal

N It Add a new Android phone >
Set up your security key to sign in to myapps.sfgov.org as
219458

l[-! USB security key »
This request comes from Chrome, published by Google LLC

L[] This device »

Cancel

Cancel



https://support.apple.com/guide/mac-help/use-touch-id-mchl16fbf90a/mac

Windows Mac/Chrome

= You will now be prompted to Insert your security key into the USB port (if not already inserted)
and Touch your security key.

@ MyApps

A My Dashboard Home / Multi Factor

]l
4

M

@ My Security Profile

Multi-Factor adds an additional layer of security to your account by using your mobile app, mobile number, non-City email or security questions to verify your
identity. Once set up, othd

f you need to reset your password you can use Multi-
[# change Password Factor options to verify yo

Continue setup

8

Insert your security key into the USB it

SR pOTt.
E.E Not Configureq D Not Configured

Cancel e Configure

FIDO Authenticato

Security Questions(Least secure)

O Not Configured

@ MyApps = ¢ M
A My Dashboard Home / Multi Factor

@ wy Sscurity Profile

. - Multi-Factor adds an additional layer of security to your account by using your mobile app, mobile number, non-City email ar security questions to verify your
identity. Once set up, othd] f you need to reset your password you can use Multi-
E' Change Password Factor options to verify y

Continue setup

8

FIDO Authenticato Touch your security key.

(-] Mobile Number

i.é Not Configured Cancel D Not Configured

Security Questions(Leas! secure)

O Not Configured

Configure

= Go ahead and touch the YubiKey Bio sensor while the Green LED is still flashing, making sure to
touch the ring-bezel as well. It should look something like this.



= |f the fingerprint matches any of the fingerprints registered in that YubiKey, you should see a
confirmation saying FIDO MFA successfully enrolled. Otherwise, Red LED will blink which
means the fingerprint was not recognized and you may want to try again.

Confirmation

FIDO MFA successfully enrolled.

Close

= You can now use your YubiKey to sign in. You will be prompted to insert the key and tap the
fingerprint reader when signing in, if you choose YubiKey as your MFA factor. You can make
YubiKey your default authenticator by following the steps in the next section.

2.3 Enroll Mobile App



Moblle App

.'; Nt Confoured

Cordgue

® Click ‘Configure’ on the Mobile App tile or click ‘Add Mobile App’ from the MFA menu (burger)
= Note: Users can download the Oracle Authentication mobile app from the mobile iOS
App Store or Google Play Store.

Dowrdoad and Contigure the Motde Agp
1. Downioad the Oracie Mobde Aumantcator Agp from B apg
S20re

2. Opon the App. tap Add Account
3. Scan the image below (CR code) with the App

= A pop-up box will appear in the middle of the screen as shown below:

= Once the app is installed on their phone, users can open the camera from the Oracle

Authenticator app and scan or hover the camera over the QR code (shown in the
image below).



= Once users scan the QR code, a pop-up box will appear on their mobile screen, asking
them to add a new device or overwrite the existing one. If using the authenticator app
for the first time, users should select “add new.” Otherwise, users can select
“overwrite.”

= Once the QR code has been canned in the authenticator app and configuration is
done, select “close” to see the enrolled device info in the mobile app section.



Authenticate using MFA to access the MyApps Portal

After enrolling in MFA users will need to authenticate using MFA to gain access to the
MyApps Portal.

= If a user has set email authentication as their
default, they will see the following screen.
Veritying Secure Code
Please enter sacure code sent to
1000000570
= The user should follow the instructions on screen

to enter the secure passcode received by email.

Or

Enroll another MFA method

" Click the “Verify” button. The user will be
redirected to the MyApps Portal dashboard.




] If a user has set mobile number authentication
as their default, they will see the following screen. Veritying Secure Code

Flease enter sacure code sent to

] The user should follow the instructions on screen
to enter the secure passcode received by their mobile
device.

" Click the “Verify” button. The user will be i

redirected to the MyApps Portal dashboard. EION SOt WP meiod

" If a user has set mobile app authentication as
their default, they will see the following screen. b i i ooy )

A AR Aten bt Bt e T e O ate Nobie
AUTherds shis Apg an G et ie Jeake
padecp s ilhone

R )

~ Teust ahes dewace o 30 dans.

" The user should follow the instructions on
screen to approve the push notification received by their
mobile device.

. Open the push notification in the “Oracle Authentication App” on the user’'s
mobile device.

. Tap the “Allow” button on the mobile device. After few seconds, the user will be
redirected to the MyApps Portal dashboard.



Login Attempt Login Attempt

e T or £ or
. e
Log in to oracle-cloud as - Log in to oracle-cloud as -

172.9.239.228 172.9.239.228

August 16, 2019 at 6:42:29 PM August 16, 2019 at 6:43:52 PM

Firefox

000

(@
©
O

i Login Allowed

Firefox

A user can also check the box “Trust this device for 30 days” to prevent MFA
verification each time a user access MyApps portal.

4. Set default MFA Factors

FIDO Authenticator Mobile App L

i srarasenroo amenmicators P reseorene e [ - woocoase




Ad
FIDO Authenticator Mabile App ] Mobile Number Ad
a
b

v
e Numbes
l Jaharzab's FIDO_AUTHENTICATOR-S l; Jahanzaib's iPhone 13 Pro D 41,\;:.\.)\@ Change Detauk
W — F .

Security QuestionsiLeas! secure)

» This feature helps a user to choose which MFA factor they want to use for
authentication when accessing the MyApps Portal from an external network.

= Click the “Change Default” button.

= After clicking the “Change Default” button, a new pop-up screen will appear as shown:

Change default MFA

Select your default 2-Step Verification method.

@ FIDO Device Jahanzaib's FIDO_AUTHENTICATOR-5
O Mobile App Notification Jahanzaib’s iPhone 13 Pro
O Mobile App Passcode Jahanzaib’s iPhone 13 Pro

O 8MS Text Message +1 XXXXXXX716

Set as Default

= Users can select an MFA factor such as
Email, Mobile Number, Mobile App or FIDO
Device by choosing a radio button from the
list.

= Once aradio button is selected, click the “Set
as Default” button.



Remove MFA Factors such as Security Questions, Mobile Number and Mobile App

Mobiie Number /]

D * 1 20000000370

. Users should select the MFA factor they want to remove such as Email, Mobile
Number or Mobile App. For example, if they want to remove an email MFA factor, they can
go to the email section and click the “Remove” button on the right side of the pane as
shown in the image.

Confirmation

Aro you SUTe Tt you want 10 remove the mobde numbor?

. After clicking “remove”, you will see a pop-up box that will ask you to confirm your
selection again.
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